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WHAT IS CROSS?



PREPARING FOR CROSS

• TRADITIONAL PREPARATION

• WITNESS STATEMENTS
• TRANSCRIPTS
• POLICE REPORTS
• LOOK FOR DIRT

– WITNESSES/CONVICTIONS/BAD ACTS



NEW AREAS

• CELL PHONES
– TEXT MESSAGES/PICTURES
– IMs

• COMPUTER RECORDS
• PDAs
• INTERNET RECORDS
• WEB PAGES



CIVIL LAWYERS GET IT
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CIVIL LAWYERS GET IT

What’s On Your Witness’s MySpace Page?
By Karen L. Stevenson, LITIGATION NEWS Associate Editor

As more and more people post personal information on social 
networking sites such as Facebook.com, Myspace.com, and even 
Match.com, attorneys are increasingly seeking discovery of such 
evidence, which is becoming commonplace in civil and criminal 
trials. Users’ pages often contain a wealth of personal facts, 
photographs, and videos, and links to other sites. Not surprisingly, 
colleges and employers now check applicants’ web pages on a 
regular basis.



Civil Cases

The defendant in a sexual harassment case 
sought to compel production of emails 
from two MySpace.com accounts.

Mackelprang v. Fidelity Nat’l Title Agency of Nevada, Inc., 
2007 U.S. Dist. LEXIS 2379 (D. Nev. Jan. 9, 2007) 



Civil Cases

Indiana court recently questioned whether 
an attorney who was attempting to serve a 
complaint had made meaningful efforts to 
locate the defendant when the attorney 
had failed to run a Google search on him.

Munster v. Groce, 829 N.E.2d 52 (Ind. App. 2005) 



Criminal Cases

The defendant, charged with statutory rape, 
sought to introduce evidence that the 
victim held herself out on MySpace.com 
as an eighteen-year old. The trial court 
admitted photographs of the victim that 
had been posted on her site. 

Ohio v. Gaskins, 2007 Ohio App. LEXIS 3739 (Ohio App. 
Aug. 13, 2007) 



INTERNET SEARCHES



Dogpile.com





How Do I….?



CELL PHONES



Cell Phone Search



Argali



Cell Phones

• What is Stored?
• How Long is it Stored?
• Will they give it to you if you ask?



Kobe Bryant Case (2004)

A few hours after NBA star Kobe Bryant 
had sex with a Vail-area hotel worker last 
summer, the woman exchanged cell 
phone text messages with a former 
boyfriend and someone else. 

Associate Press- Denver 2004



• Verizon Wireless spokeswoman 
Jenny Weaver and Sprint PCS 
spokesman Dave Mellin said text 
messages are not stored anywhere 
after delivery. 



Verizon

• Text messages: hold content for 3-5 days.  If need to 
stored longer before you can get a subpoena, must send 
a preservation letter and a search warrant or content will 
be purged.

• Call/text detail information (origination and destination 
information) stored for 1 year

• NO VOICE MAIL STORAGE!



Verizon recovers dead wife's deleted voice 
message for husband

• IRVINGTON, N.Y. -- An 80-year-old man can hear his late wife’s voice 
again, any time he wants.

Verizon has recovered a lost message recorded by Charles Whiting’s wife, 
Catherine, before her death in 2005.

When Verizon upgraded the man’s telephone service, his wife’s voice 
disappeared from his voicemail system. The message said “This is 
Catherine Whiting,” and her husband said he listened to it every day for 
comfort.

Verizon spokesman John Bonomo said Tuesday that a contractor found the 
recording in an archive and restored it to the new voicemail system.

• Associated Press March 21, 2008



T-Mobile
• Does not save text message content for any period of 

time
• Call records (which includes text message records) are 

stored for prepaid phones for 2 years and for monthly 
phones since 2000

• Stored 30 days for prepaid phones and 90 days for 
monthly billed phones 



Sprint (Nextel)
• Text message content: Sprint stores for 14 days and 

Nextel for 7 days
• Origination and destination of calls and texts: 60 days for 

Sprint and 18 months for Nextel
• For cell tower information, need a court order or search 

warrant and the information is stored for 60 days for 
Sprint and 18 months for Nextel



AT&T
• Does not store text messages
• Policy not to delete call and text records, but since it 

recently bought out other companies, they only have the 
records of the other companies as far back as that 
company stored them

• They store cell tower information for 90 days



Text Messages: Deleted, Not Dead
Your Casual Comments & Jokes Could Be Subpoenaed Years Later

Associated Press Denver, June 7, 2004

• Four months later, Bryant's attorneys subpoenaed AT&T Wireless 
Communications Inc., seeking the messages. The company fought the 
subpoena, but retained the messages. The company fought the subpoena, 
but last month state District Judge Terry Ruckriegle ordered the company to 
turn the messages over to him. 

He will review them in private to determine whether they are relevant to the 
case, in which Bryant has pleaded not guilty. 

AT&T Wireless spokesman Mark Siegel said the company cooperates with 
law enforcement officials for investigations but refused to discuss its policies 
on storing text messages. 

The company's Web site said messages not immediately delivered are held 
for 72 hours for more delivery attempts - then deleted. How messages in the 
Bryant case would be available four months later isn't known; most likely 
they were retrieved from an archival storage system. 



• Travis Larson, spokesman for the Cellular 
Telecommunications and Internet 
Association, said information about text 
messages - including the sender, recipient 
and location of sender - is always stored 
for billing purposes. The software used to 
store that information also can store 
content.



SOCIAL WEB PAGES



My Facebook page



FACEBOOK

• Address:  Palo Alto, CA 94301



What you can get

• -Group Contact Info
• Will also provide a PDF of the current 

status of the group profile page. 



What you can get

• IP Logs
• IP log data is generally retained for 90 

days. Although, this data source is under 
active and major redevelopment and data 
may be retained for a longer or shorter 
period.



What you can get

• User Neoprint-- is an expanded view of a 
given user profile 

• User Photoprint-- is a compilation of all 
photos uploaded by the user that have not 
been deleted, along with all photos 
uploaded by any user which have the 
requested user tagged in them. 



What you can get

• -Special Requests
• The Facebook Security Team may be able 

to retrieve specific information not 
addressed



MySpace



What you can get

• Private Messages 
• Comments, IP logs, subscriber information 

(which only includes an email address), 
pictures, videos, blogs, bulletins. 



Spokeo.com



Updates



Four Real Examples

• 3 Defense cases
– A Shooting
– An Assault
– A Multiple Rape Case

• One Prosecution case



A Shooting Case



Princess Amy?



“I’m a single Mom”

“I enjoy being the center of attention”



“We are just friends”



“He is a nice boy who is not in 
gang”



“I don’t like to go out”



Cell phone on the night of



An Assault Case



At Home in Pain?



Thinking about going to a Hospital?



A Rape Case

• October 12th House Party
• Xavier Students
• 2 Freshman claim to have been given the 

date rape drug
• One woke up naked next to Defendant
• Both claim no real memory of the night





Alley Kelly

Claimed to be a friend of Ashley

Says she found out Ashley was upstairs with the defendant and knew 
Ashley  would never do such a thing

She knew Ashley was raped and was very concerned for her

She walked back to the dorms with Ashley

Defense objected to all “virgin” evidence--overruled 



WHO OBJECTS NOW?















ASHLEY 











MADS

















MAD’S GROUPS





A PROSECUTION CASE

• UNDERAGE DRINKING
• 2 KEGS
• PROVIDING ALCOHOL TO MINORS



Police and Prosecutors Get It!



WHERE DID XAVIER GET THE 
IDEA TO MONITOR FACEBOOK?



ADVICE TO CLIENTS




