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What Is Social Networking?

Social networking is a term that ties us
to other people. The social s'gucture
that maps out the relationship
between individuals that is defined by
our families, friends, where we live,
work, went to school, hobbies,
interest, etc.




How Social Networks Assist
Investigators
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= Photographs (Subject, Family, Friends, Locations)
= Current Town g
s Home Town A
= Hobbies/Interests ]
= Age i
= Education/School/Employment i {
= Religion ;j \
s Current Location i =
= Relationships Status |
m Posts E
= Last Login Time P | £
= Phone Numbers/E-mail Addresses. | '
e ;;
Brief Glossary Of Social

Networking Terms

Blogs are websites with dated items of content in reverse
chronological order, self-published by bloggers. Items -
sometimes called posts — may have keyword tags
associated with them, are usually unavailable as feeds, and
often allow commenting j & '
Chat or Instant Messaging is an online cénversation
with another person. The tools allow you to indicate
whether or not you are available for a chat, and if so can
be a good alternative to emails for a rapid exchange.
Facebook has a “chat” function .

Facebook Page is the term for someone’s profile page of
Facebook 5

Friends on social networking sites, are cogglcrs whose
2

profiles link in your profile. On some sites people have to
accept the link N )

»»»»»»»

Brief Glossary Of Social
Networking Terms

s Groups are collections of individuals with some
sense of unity through their activities, interests or
values. They are bounded:: you are in a.group, or
not. They differ in this from networks, which are
dispersed, and defined by nodes and cerrections.
Email lists and forums sit easily with bounded
groups, blogs with networks — although the match
with tools is not entirely clear-cut. A gr_fiup may
use a blog, and an email list may serve a network

= MySpace Page is the term for someone’s profile
page on MySpace

= Post to post is to comment on someong’s profile

page. In'turn, the comment you made is a "post:”




Brief Glossary Of Social
Networking Terms

= Profiles are the information that you provide about
yourself when signing up for a social networking site.
As well as a picture and basic information, _this may :
include your Fersonal and business interests, a “blurb”
about yourself, your interests. Often times, profiles
will reveal a person’s geographical location, age,
religion and relationship status ;

» Status Update is a space on a profile wher:
profile owner may write whatever they want, usually a
person writes what he or she is currently doing

= Wall is the place where people who ar&yaiir friends
may post comments about you. This is helpful in
investigations because you can read what ether 3
people have posted about the individual. S

-
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Search Engines

Google
Yahoo

Bing

AOL Search
Ask

Alta Vista
All the Web |
Gigablast g
Netscape Search st T
Snap
Dogpile |
Beaucoup R ‘

ot

Social Networking Sites

(over 500)

Most Popular
s Facebook - over 750 million users (largest social
networking site) :
MySpace — forum younger people (mostly teens)
= Twitter - Free social networking site — allows
tweeters to send tweet text based posts up to 140
characters &

Friendster - allows users to contact otﬁér members,
share online content and media also used for dating
You Tube - video sharing website |

Craigslist — Centralized network- of online
communities featuring-free online- classifieds




10/2/2012

Social Networking Sites

= Bebo.com
= LinkedIn.com
= Vampirefreaks.com

= Athene.com ?‘
= V. Kontakt A
= Taltopia L
= Cafemom i

SR
R
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Facebook Overview

= Launched February 4, 2004 — Mark
Zuckerberg :

= 750 million users 3

m Fastest growing demographics 3_'5%}!—

= Users may only submit name andgsva!id e-
mail address i




Facebook Profile

= Profile Picture

= Wall — area where user and user’s friends
can post short messages

s Status Message
= Wall posts from friends
= Activity tracking

e
e

e
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Locating a Profile

= Type name into “search box"” located at the
top center of the screen after signing in

= Narrow search for commons names by
selecting geographic area. *note* Wlll only
work if individual has joined geographlc area
you select

= Some r;1)rn.racy settings only permit mdwrduals
from the same geographic area to Fﬁwd them

= Search by e-mail address

= Try searching individual’s spouse/chifdren




Obtaining Evidence From The
Profile

= Privacy setting will vary information you
can obtain from a profile :

= Common links on a profile are:

= Photos

= Wall

= Info

s Friends

= Events

= Notes

= Videos

<¥sind

s

S
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Photos

= Profile photos is posted on top left of page. Below is
link to “View photos of ___" (tagged phiotos, profile
pictures & photo albums) =

= Tagged photos ~ links to photo album of another
Facebook profile. Shows name of owne;.'_-}nf album.
View album for untagged photos of indijidual

= After viewing album, select link on top [eft of photo
to view that individuals photos/albums, depending
on privacy, view for more pictures of individual




The Wall Tab

= Info available depends on privacy settings
= Viewable wall shows postings to and from
individual as well as posts to othe{ walls
® Filter results — magnifying glass lm upper
right side. 3 options Jw
= Subject & Friends — shows all posn@s
= Subject- only posts by individual-
= Friends — removes posts by lndlwdual
= Provide info about items added op
subtracted to profile....
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Information Tab

s Possible links to background info, contact
info, education & work history, groups and
pages

= Group & Pages- may contain posts from
individual

= Education & Work- may contain Eimk to
employer showing other md:vrdua!s listing
the same employer :
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Friends

“Friends” link is located on left hand side

Select "See All” to view individual’s friends

Box listing all friends pops up. A search box appears in
upper right hand to narrow search

Type individual last name ko search for famlly nembers,
look for posting from/about or photos of individual *TIP:
Holding Ctrl when clicking name opens proﬁie?n a new
window

If you have access to wall, determine friends ﬁlat post
regularly, review pages for information |

Search friends for any family members listed _@der Info Tab -

10
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Facebook Profile

Videos

Notes

Friends

Friends in common

Info Tab &
Basic Information &
Contact Information i
Like and Dislikes '
Education and Work |
s Photos i

= Photo Albums

i

s Tagged Photos : | ] gL e
i o |
|

s Profile Pictures

Facebook Subpoena Guidelines

= All requests for records must be sent one of
3 ways: :

u Fax - (650)644-3229

n Email - subpoena@facebook.com ]

= Mail - Facebook, Inc 1
Attn: Security Department/Custodian of Records
1601 California Ave g N
Palo Alto, CA 94304 .

10/2/2012
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Facebook Subpoena Guidelines

= Types of Requests (only the following will be
accepted)

= Preservation Request - requests that !dent;fy an account by
User ID, Username or email address, will preserve then-
existing account records for 90 days, pentigg service of
formal legal process

= Formal Legal Request — requests pursuant | '.

depending on case complexlty & recordsy _j

= Emergency Request - requests must be e using the
Emergency Request Form and will only recelve a response
if we belleve in good faith.-that serious bi@ harm or death
of a person may occur if we do‘:‘wl: respond:quickly
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Facebook Subpoena Guidelines

# Important Considerations
= Accounts that supply false or misleading profile information or
attempt to technically or somalfy circumvent site privacy measures
will be disabled
= We are required to disable accounts engaged in Il[egai activity,
even if that activity is brought to our attention mré‘ugh a request
for records
If disabling or restricting user’s profile will Jeﬁpardize your
investigation, clearly specify “DO NOT DISABLE UNTIL
XXX on request -
By default data will be returned no older than 90 days
prior to the date we recelve the request. You must speufy

outside that range

-

Facebook Subpoena Guidelines

= Only respond to requests that identify an account
by email address, user ID or usernamie
» User name in this profile is “29445421":
http://www.facebook.com/profile.php?id=29445421
» Group ID in this profile is “2204894392";
http://www.facebook.com/group.php?gid= 22ﬂ4894392
= Username shown in some URL’s ;
http://www.facebook.com/john.smith "= _
= In order for username to be accepted as a valid
account identifier, must supply the da& when you
viewed account B

12
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Facebook Subpoena Guidelines

s Possible types of data depending on formal legal process that
can be provided

Basic Subscriber Info (User ID number, email address, date & time stamp of |
account creation date, registered mabile number)

Expanded Subscriber Content (Profile contact info, mini- fe%status update

history, shares, notes, wall pastings, friend listing, group listing, future & pas
events, video listing)

User Photos (Uploaded by user and tagged photos) [

= Group Info (Including the BSI of the group creator/adminis tor and current
status of group)

= Private Messages

= IP Logs (very limited and frequently incomplete but when available provided in

a tab delimited text file)
= Column 1 - date of execution

= Column 2 — Facebook user ID :% o

= Column 3 - IP Address o i i
= Column 4 - Script executed o ’ﬁ

= Column 5 - Session Cookie T %

BXTAPES ARE GLE SUHOOL
WAKE A PLAYLIST

MySpace Overview

» Began August 2003

= Available to anyone 13 years old and older
= Automatic private settings ages 13 15

= August 2006, more than a mllhongaccounts

C-u
3
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MySpace Profiles

= Moods — users can select emoticons to depict their current mood

= Background information
= About Me
= Who I'd Like to Meet
= Interests |
= Relationship Status
= Zodiac Sign j
s Blogs 8
= Music & Videos — can be linked in from other users and MySpace
Musician profiles |
= Comments - similar to Facebook Wall 2 )
= Bulletins — posts made for all of the user's contacts to see
= Groups | B
= MySpace Instant Message : ] e
= Polls = 4
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MySpace.com

Any request for information on an account must include the Friend ID.
This number is specific to a person’s MySpace account and is not re-
issued when an account is closed.

A person must be given access to your MySpace by password in order
to go in and change anything. 3 f

A limited record of those changes are available from MySpace with a
gnrt order or subp&ena. The dates uggg times and originating ISP’s of
e p ki e changes is n . ¥

You do not have to provide your real name, DOB or a'dirss to create a
MySpace account, ardless of what they tell you on the website.
S is is the same with e-mail accounts from Hotmall, Yahoo.com,
luno.com, b

Unless you make the MySpace website private, anyone can go in and

see everything you have on your site.

Anyone can ask to be a friend and added to your MySpace websitaas a
friend. cllll'ten, it will automatically add someone unrssg you deny them
personally. st ]

T

Gun on Main Page of MySpace - —.
Account

14



MySpace Public Account

My Phatas

To Serws In This, fa!

Fk d Linasiont

Told ya L ozte highnicea
0 Commartts} Tisk &1 zin o 0 Cormmaatis)

2 Commantis)

£ Commant(s)
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Guilt by Association via MySpace

(Brolher is known to be Native Mob Member)

e o brotha

st b Chmimere

§ e Enas)

s
.
b S

e qeitin blazed e et again
= R ana )

1 Commanifs)

Public MySpace Account with Guns and
Gang Affiliation

15



MySpace.com
Subpoenal/Court Order Overview

= MySpace has very specific guidelines for requesting
information via Subpoena or Court Order. These guidelines
seem to change every 3-6 months based on how many
lawsuits they are currently involved with. —.

= Law Enforcement is granted a greater degree @ access to the
information from these websites if they bel,lgve there is a
threat of immediate danger. Also, as part of a search warrant,
their access to everything available on the account is
unlimited. i |

= MySpace appears to have full control over w! at they will and
will not release to us. As of the date of this class, numerous
suits have been filed unsuccessfully requesﬁn‘g}nypane grant
mare access to criminal defense agencies such as ours. This
restriction has also been seen with companie 'j such as AOL,
Yahoo.com, Twitter.com,, Match.com and &gers bg,g% to a
lesser degree. — — ﬂ RERENE TR

4l
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Retention Periods For MySpace
i A Records

Basic User Identity Information, stored User files, general
records, data and images on an active account: Until user edits or
removes.,

II:‘P Address Logs (activity log of where accessed and by whom) 90
ays

Private Us Ji1] ications:
Private Inbox Messages: Until User removes =
(MySpace cannot recover deleted messages.) |

Private Sent Messages: 14 Days

Private messages in Trash Mail: 30 days or less |
(if user does not empty trash)

Deleted Accounts: =
Profile Information: 10 days after account del
IP Address Logs: Up to 90 days after account di
Private User Communication: Unavailable

Subpoenas and Court Orders can be faxed-to MySpace. Information'is |

usually returned by e-mail to the requesting investigator er attorney.

MySpace Investigative Overview

= Once the information is ived, the i must then began
the investigation into the MySpace data.

= If IP Logs are received, a search must be ran for IP address verification. This
is usually the Internet Service Provider (ISP) of either the MySpace account
user or the individuals accessing the MySpace account in question. Once it
has been determined who the ISP provider is, a subpoena can be Issued for
the account holder information associated with that IP 'Address. This will

often include the name, address, date ac d fol access
Note: although the maj of ISPs ds for 90 days,
many do not have the ability to store amy records for over 30 unless

requested. A subpoena must be issued for those records
ISP's are very helpful. 5 ]
= If an account is private, it is almost impossible to access it to determine what
information is on that webpage, An exception to thisis a Iﬁ#ﬂ-pmﬂnm called
“MySpace Visualizer”, E
= MySpace Visualizer is & program that takes a known MySpace#iccount and by
using a Friend ID, Profile Name, MySpace Page ID, looks for any common

nd generally the

links such as friends, blogs, common e-mail add ."‘ photos, etc on
MySpace. Once a common link if found, it is sometimes pos ible to “backdoor"
the by ing through a friends which is public. T :

= Once that access Is gained, we-can then look for any needed info on that -
webpage such as photos, blogs, e-mails, comments; etc. 3

16



MySpace Investigative Overview

Generaily speaking, these are the items we look for on a MySpace page that could
help our case:

= Photos: Can be used to show relationships. On one case, we were able to
show that 2 witness in the case was actually a rival gang member. In addition,
sometimes a person’s nickname Is associated with their photo, showing a
relationship that is denied by the client, the victim or a witness,
Blonn' Tlla webpage owner will many times post information about an incident

r M webpage. This will many times lead us to other webpages

umtwill provide information for our case,

E-Mail: Some accounts allow public. access to their ails so they can
communicate between friends. Often clicking on t person’s e-mail
I

account photo or link, it will take you to that person al MySpace

account.

Profile: As in a case I worked with, our client posted vi

Irrlu and photos on his MySpace pnge. This inlorm 3
try to show a

| vinlant Hip-Hop

Acuvitr. the account holder might state ﬂuat they were "baj
at Club Cancun on Sat” when the statement given to law &
was nowhere near there. L
Note: MySpace accounts are not static. By this I mel
comment on a webpage might be there Friday but gone
you think you need information from a MySpace page,

check the page for any changes. . I
= Gaining access to a client’s MySpace account will often.

private account if they have been glven and | status.

10/2/2012
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Twitter.com

Selertianguags

What Is Twitter?

fid SRR LS
Twitter {s a seivice for filends. fantly. and co—workers

to communicats and stay connected through the exchange of
quick. frequent answers 1o one simple question: What are you

daing?
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Twitter Overview

= Began in 2006

= Microblogging service that aIIows users to
post "Tweets”

= Tweets — text-based posts up to 140
characters displayed on the websﬁ’ﬁe to
“followers”

m Options of restricting access to pa“ge and
limiting who can follow them

Twitter.com

s Much less activity on a general basis

= Used used primarily as an alternate to e-mail
and text messaging

= User list will show other contacts. Theae
names/ID’s could be used to show assgmatlons
between users.

» User communication logs can be subp@enaed to
show conversations between individuals.

= Unknown at this time how long logs afe kept as
they are still determining-retention based on
some current suits for:harassing behavior.
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VampireFreaks.com
Networking Site

AN AR R B DN
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Diablo of Vampirefreaks.com
_(Reglstered Sex Offender)

Technical Overview of Social
Networking Investigations

You must copy any photos from the or webpage that are rel to
your case immediately to avoid deletion. Using Hyper-Snap to copy the photos
also allow you to mark the date you copied the photo and make comments on
relevant items on the website,

These files can be saved as Jpeg, Jpg, Mpeg, or other formah to be sent via e-
mail to attorneys, para-legals or dispo’s as needed. i

In limited clrcummnm, audio can be recorded from the M):Spaoe page to be
played back on a PC or via a DVD player.

Video on a website can sometimes be copied and played bl:k via Windows
Media Player, QuickTime or Realplayer. There are nlllile,roun freeware
programs out there that will assist with copying this ]

In creating an account to gain access to a soclal networking | !Ite it is illegal to
present yourself as under the age of 18 unless you nra MvSpm appears to be
the only one ution but it is believed that willich in the
near future. Access can thll be gained to accounts, but M only in a limited
manner.

YouTube.com also can be searched for videos posted by a MySpace user that
might allow access to a private account. 1

20



Social Networking Gang Association

The following slide shows guidelines that have been used by Minneapolis PD,
Minnesota Gang Strike Task Force and other State and MNational Law
Enforcement Agencies to show Gang Invelvement:

Many times investigators and forensic staff will access a MySpace or Social
Networking Website with the intent of showing a refationship. Note how many
criteria could lead to an allegation of Gang or organized cringe association,

This is again a reason to copy all photos and data on a webpage. Many times an
account holder will delete information not realizing law enforcement has
already made copies of the information.
Another concern Is a friend with password access going inf

: the website and

They should not create new accounts as these could also ba‘
warrant by LEO.
Note how innocent items such as photos, songs, e-mails ¢

In a prior homicide case our client had numerous gang pl o
site. These photos included groups of verifled gang mem
photos with out client, Our client also had a photo of hlm
which was also used by the p ion. The pi
info to allege gang invnlvement by our client.

e
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INDICATORS OF GANG
INVOLVEMENT

Must meet 3 criteria to be identified as a gang member
( per Capt. Mike Martin, MPD)

Self Admission

Associates regularly with gang members

Has Tattoos with gang signs or symbols

Clothing with known gang signs or symbols |

In a photograph with gang or using hand signs

Name is on a gang document, list or graffiti )

Identified by a reliable source (police, t,eacher, pnrent)

Arrested with known gang members ]

Corresponds with gang members or about gang ;ctwut’ 7
Writes about gangs on walls, books, papers, Mygpace, etels

Case Study
Step 1

Chose Keywords — Twitter Search

21



Case Study
Step 2

Check Twitter Profile

|
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Case Study
Step 3

Google Search _
(Whitepages) !

Case Study
Step 4

Google Search =
(Name of Person from Whitegpages)

|

22



Case Study

Step 5

ot

Google Search ol
Name of person from Tweet |
Review of Military History Website
Identified regiment and currently stationed

.......

Case Study
Step 6

Google i
Action: Name of person in Tweet and nai*réie of Tweeter
Result: Reveals profile of website small b@siness about
us section of website, reveals person’s name, family,
information, e-mail address, organizations volunteer

at [—
| N

Case Study
Step 7

Google Search
Name of organization

Result: Public Facebook page reveals c';f)mments
left by Tweeter :

10/2/2012
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Case Study
Step 8

Go to Facebook — check a profile deve‘qped from

previous search |
Result: Family picture, names of clﬁdren

10/2/2012

Case Study
Step 9

Identify various family members from Eacebook
Mother’s Facebook profile public - moréipictures
Reveal wife's maiden name

Case Study Findings

= One tweet

s Known an entire family’s name
= Location

s Address

= Contact details

= What they look like

= How are they connected to military™

= Potentially where a part of the US Army is
coming under fire

24



Thinking Outside The Box

Headlines — Police recruits screened for
digital dirt on Facebook, etc’ .

e
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Thinking Outside The Box
Investigative Resources

Searchenginewatch.com — news & info about search engines and marketing
Googleguide.com - interactive online tutorial on using the search engine
Google Alerts — change detection and notification service

Google Image Search — search engine for,images on web

Google Maps — web mapping service application

Exalead.com — provides search platforms & search-based appllmtlans for
consumers & business users

Ebay.com - online auction & shopping website E ]
Archive.org — provides info on family history & genealogy

Zoominfo.com ~ search engine focused on people, oompama'& relationships
among them

Guidestar.org — provides nonprofit’s recent IRS Form 990
Blog.com — website to post and follow blogs
Typepad.com = premier blogging service
Journalspace.com — free hosting and software for a journal 'br blog

Xanga.com — website to blog, share photos &' videos and meet friends

Thinking Outside The Box
Investigative Resources

Livejournal.com — website for users to share common passions & interests
Technorati.com — search for user-generated media by tags or keywords
Icerocket.com - internet search engine specialized in real-time search
Daogpile.com — web search engine j

Lococitato.com — provides tools to visually map, search and record social networks
Yoname.com — name search for social networks :

Flickr.com - image and video hosting website

Photobucket.com- image hosting and free photo & video shafing

Kodak.com = consumer info about services & products and prg’yidas company info
Archives.gov — info about archival management & praservatlon&nf historical records
Pipl.com — people search on the web 1

Dirtsearch.org - provides free background searches ]

Radaris.com — people search, ba:kgn:und :hecks, public records
Tribal-institute.org — info on justice for Natwe ‘peoples

25



Thinking Outside The Box
Investigative Resources

Atfonline.gov/fflezcheck — Federal firearm license search
Atf.gov/most-wanted — ATF mast wanted
Fbi.gov/fola/fola-instruc.htm — FBI Records Search
Usdoj.gov — United States Department of Justice B
Cyndislist.com - genealogy research site,
Anscestry.com - genealogy research site
Melissadata.com — provides US & global address venrcatloni& address updates
Corrections.com — Comprehensive news site dealing with @n & parole Issues

LI B T N ]
S

s 2

Bop.gov — Statistical data on Federal prison population by ) lér, race, age, etc
Inmatelocator.com — inmate searches and prison info -
» Searchsystems.net — free public records directory )

= Vinelink.com - natienal victim notification network
= Topix.com — local news and discussion forums by cities ‘ Sl

s Archives.gov/veterans/military = US Natianél archilves andécord administration

10/2/2012

Thinking Outside The Box
Investigative Resources

Weatherunderground.com — weather info for worldwide locations
Vitalchek.com — provides Government certified public records
Argali.com — online telephone directory

U.S. Post Office Request for Change of Address- provides address verification
and new address information i

PRRN.com — free public record site ;
BRBPubs.com - free public records directory i
Resourceshelf.com — librarians/researchers share results of web searches
Namefromphone.com — provides phone number searches: 1
Blackbookonline.com - free public records searches |

s Peekyou.com — people search engine to contact and find arqmne online

s Spokeo.com — people search engine 5

u Knowem.com - social network username check i, | =
Anywho.com — phone number lookup and péople-search ; 1

e o 1

Thinking Outside The Box
Investigative Resources

Classmates.com — high school classmates & alumni search
ALMexperts.com — expert directory

Experts.com — expert witness and consultant search
Expert4law.com — expert witness directory
Findarticles.com — article search

Blogdigger.com — blog search engine

Lawguru.com - free legal advice and law answers
Law.com - legal news and info network for attorney’s & other &gal professionals

Networksolutions.com — find domain names, web hosting &) aﬂline marketing for
your website

FINRA — Broker Check 3
Ckfraud.org - Nation Check Fraud Center b
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Thinking Outside The Box
Investigative Resources

s Yahoo Babel Fish — free online text and web page language translation tools

Abouteveryone.com - anonymous comments on people’s Facebook & Twitter
pages ~
Newspaper.com — info on newspapers

Contact-the-ceo.com - free contact to any CEQ

Omgili.com = search engine for discussions taking place on sd@l platforms
Searchtempest.com - craigslist search 'i'
Zipinfo.com - free zip code lookup 4

Ic3.gov - internet crime complaint center 2
Kgbpeople.com — free warldwide people search i
Buddyfetch.com — friend, dating and professional people searéh

Maxmind.com/appfip-locate — used to determine gaographnsd & other info about
internet visitor in real-time ‘ .

Maktoob,com ~ Arabic social network-- | B
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Ethical Considerations

= Be aware of the ethical rules
s Comply with websites terms of use
= Comply with applicable State and Federal laws

® Must weigh value of information vs. ‘potential
risks |

= Don't assume SNS are a “treasure trove” for
discovery process

= This mindset may thlnk a questlonable search is
justified ; L m e

1
it

Ethical Considerations

= Can access publicly available information on
internet viewable by anyone without joining a site
or logging in

= Many profiles on SNS are publicly accessnble by a
standard Google search

= You can create an account on SNS WIth accurate
information and conduct any research Mlth the
use of that account l

= You can join groups, see names of me’mbers of
groups and access profiles of people in group

= You can ask people to be your friend as long as
that person in not represented:by counsel

27



Ethical Considerations

= A client or third party member may
provide with information (printouts, profile
pages, messages, photos, etc.)

= Do not misrepresent yourself or d‘_fgvelop a
ficticous profile page |

10/2/2012
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