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Visual vs. Forensic Examination



Visual Examination



Link to form

https://docs.google.com/document/d/1KIf24eMLCai0rAoPd_dRsF7T2dhuC_YDbMQBXaIXFHM/edit?usp=sharing


Visual Examination Method #1: Camera

o Use camera to take photos of the 
screen

o Incoming/outgoing calls
o Incoming/outgoing text 

messages
o Photos
o Emails
o Social media app messages
o Contacts
o Calendar



Visual Examination Method #1: Camera

o Document each step of 
the examination



Visual Examination Method #1: Camera

o Turn on “Airplane Mode” to 
prevent changes to the 
phone



Visual Examination Method #1: Camera

o Preserve “About Phone” details 
contained within the settings 
menu



Visual Examination Method #1: Camera

o Photograph each screen
o Each message needs to have 

date + time displayed

SMS Messenger



Visual Examination Method #2: Video Camera

o Best practice.
o Use video camera to record 

entire examination.
o Provides verification that nothing 

was modified, deleted or 
changed during your visual 
examination.



Visual Examination Method #3: Connect to PC

o Connect phone to PC
o Limited to Photos, Videos and 

other Downloaded media



Forensic Examination:

Oxygen Forensic Suite





Oxygen Forensic Suite: Text Messages



Oxygen Forensic Suite: Incoming/Outgoing Calls



Social Media Apps



Social Media Apps: Snapchat



Social Media Apps: Facebook Messenger





Google Location History



Google Location History: Establish Alibi

o How to view your location history 
in Google Maps:
○ Launch Google Maps
○ Tap the more button (three 

horizontal lines) on the top left 
corner

○ Tap your timeline
○ Tap the calendar icon to view a 

particular day
○ Swipe left or right to switch months
○ Tap a date to view your location 

history



Data Backed Up to Cloud



Cloud Data: Apple iCloud

o Accessible from PC
o Requires Apple ID + password
o iMessages, SMS + MMS, Call 

History, Contacts, Calendars, Mail, 
Notes, Photos + Videos, Purchase 
History, Apple Watch Backup, App 
Data





Cloud Data: Google Drive Sync

o App data, Call history, Device 
settings, Contacts, Calendar, 
Photos + Videos (Android 6.0 and 
up)

o SMS not backed up



Cloud Data: Android Backup

o Only on Android 6.0 and newer
o NOT Accessible from Google Drive 

on PC. Requires additional 
software to view data

o App data, Calendar, Contacts, 
Photos + Videos, Device settings, 
SMS (Pixel phones or Android 8.0 
only), Call history (most devices)



Other Data Extraction Options



Other Options: Samsung Smart Switch to Phone

o Transfer data directly to cell phone
o Text Messages, Photos + Videos, 

Contacts and Call logs
o Requires a second Samsung 

phone 



Other Options: Samsung Smart Switch to PC

o Backup data to PC
o Text Messages, Photos + Videos, 

Contacts and Call logs
o USB to PC



Other Options: ViaForensics

o Download + Install .apk file 
to target phone*

o Text Messages, Photos + 
Videos, Contacts and Call 
logs

o Download Link: 
https://drive.google.com/file
/d/0BxWmHuvad7O7RUFW
QVBTV1o2aXc/view?usp=s
haring 

o *Does make changes to 
phone

https://drive.google.com/file/d/0BxWmHuvad7O7RUFWQVBTV1o2aXc/view?usp=sharing
https://drive.google.com/file/d/0BxWmHuvad7O7RUFWQVBTV1o2aXc/view?usp=sharing
https://drive.google.com/file/d/0BxWmHuvad7O7RUFWQVBTV1o2aXc/view?usp=sharing
https://drive.google.com/file/d/0BxWmHuvad7O7RUFWQVBTV1o2aXc/view?usp=sharing


Cell Phone Photos



Cell Phone Photos: Metadata

o Use data embedded in photos to 
establish date, time and location.

o Establish Alibi:
o Complaining witness alleged 

that incident occurred on 
7/25/2015 at approximately 
10:00 a.m.

o Data from client’s cell phone 
photo shows that he was at 
the hospital at 10:07 a.m. on 
7/25/2015 for the birth of his 
son.



http://exif.regex.info/exif.cgi

Cell Phone Photos: Metadata

http://exif.regex.info/exif.cgi


(https://www.gps-coordinates.net/)

https://www.gps-coordinates.net/




Reading Cell Phone Extraction Reports



Reading Cell Phone Extraction Reports

o Always request full 
Cellebrite extraction 
report

o Always request all 
Cellebrite extracted files 
+ .ufdr (UFED) file 

o Download UFED Reader 
to load + analyze data 
extraction (.ufdr file)

o Download link

https://www.cfreds.nist.gov/mobile/cellebrite/index.htm


o Full digital Cellebrite extraction 
report (PDF w/links)

NOT scanned copy





Reading Cell Phone Extraction Reports

o Emails
o Facebook Messenger
o GPS data



Cell Tower Plotting



Cell Tower Plotting

o Mapping historical data from a user's cell phone records

o Cell phone records are acquired from user’s cell phone 
company via subpoena

o Use interactive Google Map designed by Will Mattert to 
map cell phone towers, crime scene location and alibi 
location: http://www.celltowerplotter.com/ 

http://www.celltowerplotter.com/


Cell Tower Plotting: Requesting Records

In addition to the standard language used in cell phone records subpoenas (subscriber 
information, incoming/outgoing call + text detail, etc…), request the following:

1. All available call detail record (CDR) data in Lat/Long coordinates with physical 
address.

2. All available cell identification (CID) data, including switch, repoll, system ID, azimuth 
of each sector.

3. All available round-trip delay (RTD) data.
4. Tower coverage map (Propagation map).
5. All current U.S. market cell carrier tower sites and identifiers in Microsoft Excel 

format with Lat/Long, physical address and azimuth information.





Cell Tower Plotting: Reading Records

When reading the information received from the cell phone 
provider, you must know what each column of the 
spreadsheet refers to.  The information you need is:

1. Tower Location (Latitude, Longitude)
2. Sector Used
3. Tower Name



Cell Tower Plotting: Reading Records

Sprint

T-Mobile

T-Mobile Metro PCS

TracFone

US Cellular

US Cellular-NORTEL Towers

Verizon Phone Calls

Verizon Text Messages

Verizon Cell Sites

Verizon VOLTE

Downloadable Tower Maps for Google Maps:

Sprint (.kml) Sprint (.kmz)

US Cellular (.kml) US Celluar (.kmz)

https://drive.google.com/drive/folders/0B_rvmZeDkYV4d29uUEhSYXplQjQ
https://drive.google.com/open?id=0BxWmHuvad7O7TDhUME1FN3FxTVU
https://drive.google.com/open?id=0BxWmHuvad7O7bnkzZGF2QldTQWs
https://drive.google.com/open?id=0BxWmHuvad7O7aVAteGdTVnZlb2c
https://drive.google.com/open?id=0BxWmHuvad7O7eGpkVG1DT2pUdWc
https://drive.google.com/file/d/1eY6VtAlCcUTMu1iAKC40RV5eksKt16c7/view?usp=sharing
https://drive.google.com/open?id=0BxWmHuvad7O7d0VlTWpBLVAxUEk
https://drive.google.com/open?id=0BxWmHuvad7O7YW1VOVpRaFNiZ2M
https://drive.google.com/file/d/1VWOyuYOw3AXWuRWTqIxpGrl5sr_RtJAo/view?usp=sharing
https://drive.google.com/file/d/1NFoVO7z_hFsSBCwmqUknRDhyxh0CVzFZ/view?usp=sharing
https://drive.google.com/file/d/1NGuCEKDaAoO7NG3RBXBILGSJ3ZAThcjY/view?usp=sharing
https://drive.google.com/file/d/16ROtApTLhgaoXRFDB6M5w6gYIbXduiAt/view?usp=sharing
https://drive.google.com/file/d/1kh1t4A1RV7MzdqJztpVox3n81B-sIlSC/view?usp=sharing
https://drive.google.com/file/d/1AgfFzqnEJoQbC3ivscKvND-na75Y0Isv/view?usp=sharing








Questions?

Philip J. Mergen
State Public Defender Investigator
17 S. Fairchild St., Second Floor
Madison, WI 53703
(608) 267-1762 office
(608) 301-7669 cell
mergenp@opd.wi.gov / https://www.linkedin.com/in/philipmergen/ 

mailto:mergenp@opd.wi.gov
https://www.linkedin.com/in/philipmergen/

