Cell Phone Evidence

Philip J. Mergen - Senior Investigator, Madison Trial Office



Visual vs. Forensic Examination
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Visual Examination Method #1: Camera

o Use camera to take photos of the
screen

Incoming/outgoing calls
Incoming/outgoing text
messages

Photos

Emails

Social media app messages
Contacts

Calendar

O O

O O O O O




Visual Examination Method #1: Camera

o Document each step of &
the examination




Visual Examination Method #1: Camera

o Turn on "Airplane Mode” t@ |
prevent changes to the
phone

Settings

4 Airplane mode is on

Airplane mode v Suggestions

When Airplane mode is on, you won't be able
1o use the Internet, Email or other apps that

require a data connection unless you use Wi-
Fi.

Wireless & networks

Airplane mode

Turn on Airplane mode? On

[] Don't show this again

Wi-Fi
Disabled

Bluetooth
Disabled




Visual Examination Method #1: Camera

o Preserve “About Phone” details
. . ) . wH@ L m B & il 55% @ 2:04 PM
contained within the settings < ABOUT PHONE Q
menu

Samsung Galaxy S7
Ceon)

Model number SM-G930R4
IMEI 35616607679004

Hardware version REV0.6

Status
View the SIM card status, IMEI, and other information.

| egal information

Software information
View the currently installed Android version, baseband
version, kernel version, build number, and more.




Visual Examination Method #1: Camera

o Photograph each screen SMS Messenger
o [Each message needs to have :

EXGION & 1l 55% & 2:04 PM

date + time displayed | e—

So the grill is fired up and ”
were having burger's, brat's,

n pork chops, chips, potato W JUN 29,2017 AT 9:28 PM
salad and mac salad if u

wanna come eat ‘ | slﬁ

Tuesday, April 16,2019 I'm in the crib about to

U need a ride in the o smoke
1203AM MOrning?

JUL 5, 2017 AT 4:29 PM
\

@

S ) Nolmgood ,59u

S ) I'have adoctor's note.
Won't be able to make itin. 1907 am

Well i hope that you feel e )
14gpym  Detter soon

1sopy Uleft ur bowl here 2 e

/) Enter message © (&0




Visual Examination Method #2: Video Camera

o Best practice.

o Use video camera to record
entire examination.

o Provides verification that nothing
was modified, deleted or
changed during your visual
examination.



Visual Examination Method #3: Connect to PC

i < | Galaxy S8 - ] X

o Connect phone to PC Nl s view )
o Limited to Photos, Videosand ~ # [ [] # veen: Xooe- T 5

-

. Pin to Quick Copy Paste _ [E Copy to ‘*"I! Rename New Properties ‘ Select
other Downloaded media d folder L
Clipboard Organize New Open
- v 4 I > ThisPC » Galaxy S8 v 0 Search Galaxy 58 yel
A
¢ Phone
> 3 Quick access [
W 20 GB free of 53.2 GB

> @ OneDrive
v [ This PC

> _J 3D Objects

> [ Desktop

> Documents
> ‘ Downloads
> B Galaxy S8
> D Music

> [&=| Pictures

> [ Videos

> ‘am Windows (C:)

> wa MY DOCUMENT
D



Forensic Examination:

Oxygen Forensic Suite




OXYGEN
FORENSICS

Device Data Report

Common information

Alias Samsung Galaxy Grand Prime (SAMSUNG-SM-G530AZ)

Retail name Samsung Samsung Galaxy Grand Prime (SAMSUNG-SM-G530AZ)
[Manufacturor Samsung

Internal name SAMSUNG-SM-G530AZ

Platform Android OS

SIN cd28ecTb

Software revision 5.1.1

Rooted No

IIMSI INIA




Oxygen Forensic Suite: Text Messages
Messages (3752)

T |@ 1| SMS - Inbox sms|
Description: | see ur trying to set me up again... U

To: Randall (N
Remote party: Cyndi <D

Direction: Incoming Read status: Read Deleted: No

Tane s (Device fme 1/20/2019 2:50:41 AM

| see ur trying to set me up again... U know ur really a monster.... PS my neck is really starting to swell and is
painful

2 | 1| SMS - Inbox [sms|

Description: | see you're trying to set me up again..

_ Time stamp (Device time 1/20/2019 2:50:40 AM
-06:00): s

To: Randall [N

Remote party: RNRRNNNENN

Direction: Incoming Read status: Read Deleted: No

| see you're trying to set me up again... U know ur really a monster




Oxygen Forensic Suite:

Incoming/Outgoing Calls

+16084770804

100 | @ Outgoing A9 Voice 1/18/2019 6:50:00 PM
Country code: US

101 | @ Outgoing A3 Voice +10084770804 1/18/2019 6:49:27 PM 00:00:03
Country code: US

102 | @ Outgoing A9 Voice ggggﬁgg 1/18/2019 6:41:43 PM 00:02:14
Country code: US

103 | @ Outgoing A Voice mgg 1/18/2019 6:36:54 PM 00:04:26
Country code: US

104 | @ Outgoing A Voice gg:ggg: 1/18/2019 10:01:51 AM
Country code: US B




Social Media Apps




Social Medla App5° Snapchat

ol P 9:26 AM

{ Q Search

Q &

© Added Me

&' Add Friends

E) My Friends

@

- - [:26 AM TOL s T 9:26 AM
< Memaories < save To...
STORAGE Memories
Backup Frogress Memaries & Camera Rall

Smant Backup
(/‘

Import Snaps fram Camera Roll

Camara Roll Only

Save To.

Auto-Save My Story

Save to My Eyes Only by Default



Social Media Apps: Facebook Messenger

Qym,m | Qm,m

S tee oW Aryore
v stuely ogeter toagh?
Viewt o the bovary ot &7

,‘] Meet o the ioary of 5

” & A B
Sl

O Wat! Wit tan ™.




Download Your Information

You can download a copy of your Facebook information at any time. You can download a complete copy, or you can select only the types
of information and date ranges you want. You can choose to receive your information in an HTML format that is easy to view, or a JSON
format, which could allow another service to more easily import it.

Downloading your information is a password-protected process that only you will have access to. Once your copy has been created, it will
be available for download for a few days.

If you'd like to view your information without downloading it, you can Access Your Information at any time.

Request Copy  Available Copies

Date Range:  Allof mydata v = Format: HTML v | Media Quality: =~ Medium v

Your Information @ Deselect Al
@ Posts ¥,
Posts you've shared on Facebook, posts that are hidden from your timeline, and polls you have created
Photos and Videos

Photos and videos you've uploaded and shared

Comments
Comments you've posted on your own posts, on other people's posts or in groups you belong to

Likes and Reactions
Posts, comments and Pages you've liked or reacted to

Friends
The people you are connected to on Facebook

Stories
Photos and videos you've shared to your story

®© 6 © O



Google Location History




Google Location History:

o How to view your location history

in Google Maps:

o Launch Google Maps

o Tap the more button (three
horizontal lines) on the top left
corner

o Tap your timeline

o Tap the calendar icon to view a
particular day

o  Swipe left or right to switch months

o Tap a date to view your location

history

Establish Alibi

3
" . A, .
2 Timeline & TODAY A Mathew Qf\e
QN o, B Y - &
£ i ‘
e 7 s 2 & g
2015 ~ May - 1 gl / b
: . .é- . 4
Trip to Burlington and Montreal < > B S 2
Friday, May 1, 2015 ¢ |
’ Qy
i
Q space ¥
$
&
0@“
250a o Auberge Bonaparte v IWASHERE : J‘?@
a 247 Rue Saie Frangois X C 2y 2T b I3 B
8 hours 41 mins "% ¥ z
% £ |
%,
- Golden Square Mile - 3
n Square Mie z X i
'S ¥
y > 3"
2 ~
04 P @ Atwater Market R
F
" 138 Aveone Atwater. Mosth Sanads et ¥ o &
p % b 5 & e
twater Market® & Aw .
o 2l ¥ etey -
. = o, B @ B | s
446 P Garde Manger 1 WAS HERE : P o -
PENIIRIR ) M role i g oot sy er R oo o dwta €201 Googi % &
Trip to Burfington and Montreal Wednesday Thursday Friday Saturday Sunday
Apr 29 —~ May 3, 2015 29 Apeil 2005 30 Apeil 2015 01 M.y2015 02 May 2015 03 May 2015




Data Backed Up to Cloud




Cloud Data: Apple iCloud

o Accessible from PC

o
o

Requires Apple ID + password
iMessages, SMS + MMS, Call
History, Contacts, Calendars, Mail,
Notes, Photos + Videos, Purchase
History, Apple Watch Backup, App
Data

{ iCloud

BACKUP
iCloud Backup

Auto!

docu
IPhor
Lear

Back Up Now

Last successful backup: 9:41 AM

Signin toiCloud

Apple ID -

Keep me signed in

Forgot Apple ID or password?



& iCloud Ph x  +
& G a A nc. [US] | https://www.icloud.com/# © ° ;
iCloud Photc
Library

ohae October 2018

P Favorites

7 Hidden

1 Recently Deleted Madison - East Side, WI Oct 8 rest Line O Deselect
Albums

[Z] Media Types

[Z] My Albums




Cloud Data: Google Drive Sync

o App data, Call history, Device » B wyorive vame
settings, Contacts, Calendar, R @  5cPs61 backup
Photos + Videos (Android 6.0 and (O
up) il @  Nexws 6 backup

o SMS not backed up : ::d ——

@b XT1060 backup

1. Open the Google Drive & app. Sl @  Robin backup

2. Tap Menu = > Backups. e @  Nexus 6 backup

3. Tap on the backup you want to manage. S @ 5985 46 backup



Cloud Data: Android Backup

o Only on Android 6.0 and newer ¢
0 NOT Accessible from Google Drive o
on PC. Requires additional

software to view data

o App data, Calendar, Contacts,
Photos + Videos, Device settings, -
SMS (Pixel phones or Android 8.0 a
only), Call history (most devices) -

Pixel backup

App data
45 apps

Calendar
Sync to Google Calendar - On

Contacts
Sync to Google Contacts ' On

Photos and videos
Sync to Google Photos * On

Device settings
60.8 KB ' Last backup: 05:22

SMS
571.0 KB - Last backup: 07:04

O3Rlor 9 4 « B 1247

Call history

Backup includes date and recipient of sent
and received calls.

GOTIT




Other Data Extraction Options




Other Options: Samsung Smart Switch to Phone

o Transfer data directly to cell phone
o Text Messages, Photos + Videos,
Contacts and Call logs

O Requires a second Samsung
phone

.......

il
1245 BTy

Copying your stuff...

38.
28 minutes left

CCCCCCC




Other Options: Samsung Smart Switch to PC

Smart Switch

o Backup data to PC
o Text Messages, Photos + Videos,

Backup date and time: Total size
ContaCtS and Ca” |OgS 10-9-2019 9:39:44 AM 2.32GB
Backed up from Succeeded / Excluded:
L ey Galaxy J7 Crown 13/ 4
o USBtoPC
The following categories have been backed up successfully. “
Contacts Images
" 20 remis) \/ 838 temis}, 1.31GB « Email
Messages Videos
W 830 nemis) 6 item(s) 7238MB /" Home scromn
Documents Setti
- i ubg v 6 tem(s) 452MB J
' Clock ¥ Msssipon
temi{s) 1KB
| w— i Applications

26 mem{s). 826.1IMB

The followina cateaories have been excluded because there is no data on the device,




Other Options: ViaForensics

¢ » Computer » SCH-I535 » Card » 201401151443

@R

[ 49| [ Search 201401 P |

o Download + Install .apk file Seemra

0 e

Organize ¥
to target phone* o e
§ Downloads

%l Recent Places

20131204 121244
IrfanView JPG File
962 KB

o Text Messages, Photos +

9 Libraries 3] Contacts ContactMethods
[ Documents 9], | Microsoft Excel Comma Separate
M & Music 7] 39.0KB
Ideos, CLontacts an a =i -
iy | Microsoft Excel Comma Separate...
8 videos al bytes
S 1 Bxtemal Media
I O g S ) Homegroup (3 | Microsoft Excel Comma Separate.
2 6248
1% Computer

&, Local Disk (C)
s LENOVO (D)
s Microsoft Office Clic

7 IM Contacts
51 | Microsoft Excel Comma Separate.
2| 124k8

o Download Link:

https://drive.google.com/file ... R
/d/O0BXxWmHuvad707RUFW

Microsoft Excel Comma Separated Values File

QVBTV1o02aXc/view?usp=s =

haring
o *Does make changes to

phone

) Intemal Image Media
19| Microsoft Excel Comma Separate..
xd

Date modified: 1/15/2014 2:50 PM
Size: 341 bytes

20130812_105638
IrfanView JPG File
527 KB

5 " Browser Bookmarks
Microsoft Excel Comma Separate.
7] 190 bytes

@ Contacts Extensions
Q)| Microsoft Excel Comma Separate
2 bytes
521

02 Contacts Settings
1), | Microsoft Excel Comma Separate...
7] 47 bytes

@ External Videos

Microsoft Excel Comma Separate.
21 743 bytes

) Minvitations
Microsoft Excel Comma Separate.
2 52 bytes

(3 Intemal Image Thumb Media
i | Microsoft Excel Comma Separate.
7] 37 bytes

G ) People
[_wa Microsoft Excel Comma Separate.
2l 2728

27.

20131008_124418
IrfanView JPG File
100MB

a5 Browser Searches
[I_A Q| Microsoft Bxcel Comma Separate..
vd

341 bytes
Contacts Groups
(xd
a,

Microsoft Excel Comma Separate.

7] 252 bytes
3] External Image Media
"4,

Microsoft Excel Comma Separate...

7] 186 KB

@ IM Accounts
Q) | Microsoft Excel Comma Separate..
a

103 bytes

@ IM Messages
'Q | Microsoft Bxcel Comma Separate
vd

635 bytes

i.‘ Internal Videos
[_Aa Microsoft Excel Comma Separate.
/)

127KB

@ SMs
B a Microsoft Excel Comma Separate.
/]

36.2KB

Date created: 1/15/2014 2:50 PM

20131125_130139
IrfanView JPG File
572KB

Y Gollkog Calls
19| Microsoft Excel Comma Separate...
2 1858

@ Contacts Organizations
Q| Microsoft Excel Comma Separate
2] 660 bytes
G ") External Image Thumb Media
Q| Microsoft Excel Comma Separate.
7 168 ke

@ IM Chats
a Microsoft Excel Comma Separate.
/)

660 bytes
info

XML Document
2118

=

S MMs
1Q) | Microsoft Excel Comma Separate...
2| 17ak8

New software available for Galaxy SR Il
(SCH-I535).
Downloading..

—_—

Cancel



https://drive.google.com/file/d/0BxWmHuvad7O7RUFWQVBTV1o2aXc/view?usp=sharing
https://drive.google.com/file/d/0BxWmHuvad7O7RUFWQVBTV1o2aXc/view?usp=sharing
https://drive.google.com/file/d/0BxWmHuvad7O7RUFWQVBTV1o2aXc/view?usp=sharing
https://drive.google.com/file/d/0BxWmHuvad7O7RUFWQVBTV1o2aXc/view?usp=sharing

Cell Phone Photos




Cell Phone Photos: Metadata

o Use data embedded in photos to
establish date, time and location.
o Establish Alibi:

o Complaining witness alleged
that incident occurred on
7/25/2015 at approximately
10:00 a.m.

o Data from client’s cell phone
photo shows that he was at
the hospital at 10:07 a.m. on
7/25/2015 for the birth of his
son.




Cell Phone Photos: Metadata

Jeffrey's Image Metadata Viewer

URL: wURL of image on the web | Ny

or.. ‘ I'm not a robot | View Image Data

File: | Choose File | No file chosen Siardbbiniy

Privacy - Termns

http://exif.regex.info/exif.cqi



http://exif.regex.info/exif.cgi

Basic Image Information
Target file: 20170813_045435 jpg

Camera: |samsung SM-J327P
Lens: 24 mm
(Max aperture £2.2) (shot wide open)
Exposure: | Auto exposure, Program AE, 1/30 sec, £2.2, ISO 125
Flash: none
Date: August 13,2017 4:54:35AM (timezone not specified)
{2 vears, 1 month. 26 days, 6 hours, 44 minutes, 45 seconds ago, assuming image timezone of
6 hours behind GMT)
(Location: Latitude/longitude: 43°4' 33" North, 89° 25' 59" West
(43.075833, -89.433056 )
\
Map via embedded coordinates at: Google, Yahoo, WikiMapia, OpenStreetMap. Bing (also
see the Google Maps pane below)
Timezone guess from earthtools.org: 6 hours behind GMT
File: 1,616 x 1,212 JPEG (2.0 megapixels)
498,768 bytes (487 kilobytes)

s»
ey
s"f University of Wisconsin-Madison,
& Marsh Lane, Madison, Wl 53705-2221,
United States of America arshr
e
i Latitude: 43.075833 | Longitude: -89.433056
Get Altitude
L & "
v :
_ \ s
@ sty e (+)
le Foods William S. 4
ot S Middieton !
i Ve Memorial
Veterans
Hospital
Quarry Park ‘i 6 Stavens St
,2\:: Kendall Ave o
5 Chamberlaln Ave 5 E
€Maps .. " 8 7

A2

(https://www.gps-coordinates.net/)

isinuiem

Standard v

campus OF

Willay, Cregk.



https://www.gps-coordinates.net/

Target file: IMG_1044 JPEG
Camera: | Apple 1Phone 8 Plus
Lens: iPhone 8 Plus back dual camera 3.99mm /1.8
Shot at 4 mm
Exposure: | Auto exposure, Program AE, 117 sec, £/1.8, ISO 40
Flash: Auto, Did not fire
Date: October 12,2018 10:27:32PM (timezone not specified)
(11 months, 27 days, 10 hours, 17 minutes, 3 seconds ago, assuming image timezone of 6
hours behind GMT)
Location: |Latitude/longitude: 43° 7' 58.3" North, 89° 18' 44.7" West
(43.132861, -89.312417 )
Map via embedded coordinates at: Google, Yahoo, WikiMapia, OpenStreethMap, Bing (also
see the Google Maps pane below)
Altitude: 283 meters (928 feet)
Camera Pointing: Northwest
Timezone guess from earthtools.org: 6 hours behind GMT
File: 1,536 x 2,048 JPEG (3.1 megapixels)

481,183 bytes (470 kilobytes)

43°07'58.3"N 89°18'44.7"W

43.132861,-89.312417

O ® @ ®

Directions Save Nearby Send to your

phone

© 2606 Crest Line Dr, Madison, Wi 53704
. E . 4AMMQ+42 Madison, Wisconsin

°+ Add a missing place

§+ Add your business

[©  Addalabel

Photos




Reading Cell Phone Extraction Reports




Reading Cell Phone Extraction

o Always request full
Cellebrite extraction
report

o Always request all
Cellebrite extracted files
+ .ufdr (UFED) file

o Download UFED Reader
to load + analyze data
extraction (.ufdr file)

o Download link

Reports

Name Date modified Type Size

. AccountPackage 10/17/2018 10:04 ...  File folder

. chats 10/17/2018 10:04 ...  File folder
. files 10/17/201810:25...  File folder
fp18-0003357_MclInnis 3/20/2018 231 PM  Adobe Acrobat D... 25,431 KB
[D fp18-0003357_MclInnis.ufdr 3/20/2018 230 PM  UFDR File 1,028,335 KB ]
B UFEDReader 1/23/2018 6:19 PM  Application 221,305 KB

LG » LG CDMA_US375K8

Name a
. AccountPackage
Cchats
. contacts
- email

files
gps
resources
. thumbnails
FP18-0001752
B3 UFEDReader

Date modified

2/16/2018 10:59 AM
2/16/2018 10:39 AM
2/16/2018 10:39 AM
2/16/2018 10:40 AM
2/16/2018 10:38 AM
2/16/2018 10:53 AM
2/16/2018 10:53 AM
2/16/2018 10:39 AM
2/16/2018 10:58 AM
1/23/2018 6:19 PM


https://www.cfreds.nist.gov/mobile/cellebrite/index.htm

NOT scanned copy

Extraction Report

Celletite UFED Repons

o Full digital Cellebrite extraction

report (PDF w/links)

Timeline (458)
. ! Typo ! | Mimestame RReY
844 | Name: Size (bytes): 101122 1 |Chais N e
Path: Joshua’s Created: 3/10/2018 9:43:08 AM(UTC-6) 5)
iPhone/var/mobile/Media/DCIM/10 2 = g e
0APPLE/IMG_0532.JPG Modified: 3/10/2018 9:43:08 AM(UTC-6) 7 [instant Ouigoing From; 1000134641 For you homie
MDS: 6a540dcef8bd1b0ab0872ddd4ses | Deleted: 3/12/2018 2:08:38 PM(UTC-5) ona—_— 11 dor't gat this back f'm obviously hol & close
89c2 Meta Data friend,
Camera Make: Apple Now, | have a gama for you, Il's been played
) since 1977.5 Orie yo raad |ms.6you have lo
3 send R to 15 people, Your next § days will be
Camera Model: iPhone 8 {ike this:
Capture Time: 3/10/2018 9:43:08 AM Day 1- rou wiil wake up to the biggest shock
. o of your llfa.
Fixel resakition: 1024x576 Day 2 - you will cross paths with an old frisnd
Resoluti you have missed.
esoiuson: 72x it: Inc
272 (Unit. Inchy Daty 3 - you wil lind yourself with & lol of
Orientation: Rotate 90 CW s
545 y 4 - your day wili be porfect,
Sifms: e Size (bytee); 104825 N he love of your e wil kiss you.
Path: Jsshuas Created: 3/10/2018 9:43:16 AM(UTC-6) . ke Sondd R 55 14 flereds I8 10
iPhone/var/mobile/Media/DCIM/10 o AR R 2 ' this. Sen rionds in
OAPPLE/IMG. 0533.JPG Modified: 3/10/2018 9:43:16 AM(UTC-6) mimaes.
MDS: 47a4552ece96e5caa3eiclece2bb | Deleted: 3/12/2018:2:08:38 PM(UTC-6) Ite not thet har
056d Meta Data: must care aboul
Camera Make: Apple Don't know how to sen
fingear on |t and it should
Camera Model: iPhone 8 3 |Chat TH6I2017 Facabook messanger
3:10:00 PMUTC-
Capture Time: 3/10/2018 9:43:16 AM y. R
i ion: Chats, #iz2ai2017 Facebaok messanger
Pixel resolution: 1024x576 ¥ 6§:41:26 PAKUTC-
’ 5)
Resolution: 72x72 (Unit: Inch)
5 Chats 82812017 Facebook messenger
Orientation: Rotate 90 CW ;);):28;60 PM(UTC-




Date: September 8, 2015
To: City of Madison Police Department - Records Division

From: Philip Mergen, SPD Investigator

Subject: ([ - PD Incident #15-{

| would like to please request a digital copy of the UFED Physical Analyzer report referenced in Inv. B.
Shaul's supplemental police report.




Reading Cell Phone Extraction Reports

LG » LGCDMA_US375KS > email > ([2omail.com

o Emails %
Name
o Facebook Messenger v
(0] GPS data Inbox
Inbox,

Inbox, Starred
Native
Starred, Drafts

ON(H:) » LG > LGCDMA_US375K8 > gps
Starred, Inbox

Name - Date modified " Trash
&) house 2/16/2018 10:53 AM
jquery-min 2/16/2018 10:53 AM
@ location_pin 2/16/2018 10:53 AM
€ locations 2/16/2018 10:53 AM
[ D locations.kml 2/16/2018 10:53 AM}
& map 2/16/2018 10:53 AM
&) minus 2/16/2018 10:53 AM
| plus 2/16/2018 10:53 AM

Date modified

2/16/2018 10:39 AM
2/16/2018 10:39 AM
2/16/2018 10:39 AM
2/16/2018 10:39 AM
2/16/2018 10:39 AM
2/16/2018 10:39 AM
2/16/2018 10:39 AM

LG » LG CDMA_US375K8 s chats > Facebook messenger

Name

-~

attachmentsl
attachmentst

attachments15

attachments18

attachments31

attachments36

attachments37

Date modified

2/16/2018 10:39 AM
2/16/2018 10:39 AM
2/16/2018 10:39 AM
2/16/2018 10:39 AM
2/16/2018 10:39 AM
2/16/2018 10:39 AM
2/16/2018 10:39 AM



Cell Tower Plotting




Cell Tower Plotting

o)

O

Mapping historical data from a user's cell phone records

Cell phone records are acquired from user’s cell phone
company via subpoena

Use interactive Google Map designed by Will Mattert to
map cell phone towers, crime scene location and alibi
location: hitp://www.celltowerplotter.com/



http://www.celltowerplotter.com/

Cell Tower Plotting: Requesting Records

In addition to the standard language used in cell phone records subpoenas (subscriber
information, incoming/outgoing call + text detail, etc...), request the following:

H

All available call detail record (CDR) data in Lat/Long coordinates with physical
address.

All available cell identification (CID) data, including switch, repoll, system ID, azimuth
of each sector.

All available round-trip delay (RTD) data.

Tower coverage map (Propagation map).

All current U.S. market cell carrier tower sites and identifiers in Microsoft Excel
format with Lat/Long, physical address and azimuth information.



Wisconsin State Public Defender ~ jf'» thompson

107 3¢ St. Catherine Dorl
—— Baraboo, W1 53913 Trial Division Director
GeLE Office Number: 608-355-3180 / Fax Number: 608-355-3190 Catherine Ankenbrandt
Justice for all B Attorney Manager
Since 1977 www.wisspd.org cy Manage
Serving Sauk, Columbia, Juneau and Marquette Counties
STAFF ATTORNEYS CLIENT SERVICES SPECIALIST
Mark J. Gumz Colleen Hunt

Randall M. Holtz

M. Peter Middleton, 11

Liz Mitchel INVESTIGATOR
Debra V, O'Rourke Shannon Holmes
Amanda K. Riek

Thomas L. Steinman

6/12/2017
RE: Cell Phone Number - Requester’s Case -
Our requested period of time is between and

Requested Information:
[[] Subscriber information
[J Incoming and outgoing calls
[ Incoming and outgoing text messages
[ Data regarding identity of cach person/agency that made inquiry into subscriber’s account
[J All available data regarding the “Ported” history of subscriber cell number
1 All Cellular Carrier Tower data including:
[ All available call detail record (CDR) data in Lat/Long coordinates with physical address
[J All available Cell Identification (CID) data including Switch, Repoll, System ID, azimuth of
each sector
[ All available Round-Trip Delay (RTD) data
[J Tower Coverage Map (Propogation Map)
] All current U.S. market cell carrier tower sites and identifiers, in Microsoft Excel format, with all
Lat/Long and physical address and azimuth information

Please forward information to our office via email: or mail the information to:

Thank you for your anticipated cooperation into this matter.



Cell Tower Plotting: Reading Records

When reading the information received from the cell phone
provider, you must know what each column of the
spreadsheet refers to. The information you need is:

1. Tower Location (Latitude, Longitude)
2. Sector Used
3. Tower Name



Cell Tower Plotting: Reading Records

Sprint

T-Mobile

T-Mobile Metro PCS

TracFone

US Cellular

US Cellular-NORTEL Towers

Verizon Phone Calls

Verizon Text Messages

Verizon Cell Sites

Verizon VOLTE

Downloadable Tower Maps for Google Maps:

Sprint (.kml Sprint (.kmz)

US Cellular (.kml) US Celluar (.kmz)



https://drive.google.com/drive/folders/0B_rvmZeDkYV4d29uUEhSYXplQjQ
https://drive.google.com/open?id=0BxWmHuvad7O7TDhUME1FN3FxTVU
https://drive.google.com/open?id=0BxWmHuvad7O7bnkzZGF2QldTQWs
https://drive.google.com/open?id=0BxWmHuvad7O7aVAteGdTVnZlb2c
https://drive.google.com/open?id=0BxWmHuvad7O7eGpkVG1DT2pUdWc
https://drive.google.com/file/d/1eY6VtAlCcUTMu1iAKC40RV5eksKt16c7/view?usp=sharing
https://drive.google.com/open?id=0BxWmHuvad7O7d0VlTWpBLVAxUEk
https://drive.google.com/open?id=0BxWmHuvad7O7YW1VOVpRaFNiZ2M
https://drive.google.com/file/d/1VWOyuYOw3AXWuRWTqIxpGrl5sr_RtJAo/view?usp=sharing
https://drive.google.com/file/d/1NFoVO7z_hFsSBCwmqUknRDhyxh0CVzFZ/view?usp=sharing
https://drive.google.com/file/d/1NGuCEKDaAoO7NG3RBXBILGSJ3ZAThcjY/view?usp=sharing
https://drive.google.com/file/d/16ROtApTLhgaoXRFDB6M5w6gYIbXduiAt/view?usp=sharing
https://drive.google.com/file/d/1kh1t4A1RV7MzdqJztpVox3n81B-sIlSC/view?usp=sharing
https://drive.google.com/file/d/1AgfFzqnEJoQbC3ivscKvND-na75Y0Isv/view?usp=sharing

Tower Name. Towes XYZ Sedor Angles: 75 180 325 Sector Usad: 2 Tower Location: 43.101129, -86 318455
Call Time: 12:56 PM Calked Number. 608-281-7881

How do we use it? _

Input the tower name
Input sectors

Input sector used
Input tower location
Input call time and called @ L)
number :
Input alibi location . i
Input crime scene location Ve s

P boap
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W2 Tow e




Tower Name: Tower XYZ Sedor Angles: 75 160 325 Sector Used: 2 Tower Location: 43.101129, -85 318458
Call Teme. 12:56 PM - Calied Number. 608-261-7981 Alibi Location: 43.083203, -86.302397 Crima Location: 43.076287, -89.399277

AT s ©

How do we use it?

e You can now pan and zoom the
map

e Show that phone was being
used on far east side of Madison
and the crime scene was near
the Madison Memorial Union

' SZi Madison



Tower Name: Tawer XYZ Sedor Angles: 75 Sector Used: 2 Tower Location: 43.101129, -86 518458

Call Time: 12:56 PM Calied Number. 808-281-7981 Aliti Location: 43.083203, -80.302307  Crime Location: 43 076207, -89.300277
e : W

How do we use it?

The best part, you can zoom in
on the tower to show the
accuracy of your plotted cell
tower and visually see it




Questions?

Philip J. Mergen

State Public Defender Investigator

17 S. Fairchild St., Second Floor

Madison, WI 53703

(608) 267-1762 office

(608) 301-7669 cell

mergenp@opd.wi.gov / https://www.linkedin.com/in/philipmergen/



mailto:mergenp@opd.wi.gov
https://www.linkedin.com/in/philipmergen/

