
Cell Phone Evidence 

Evan Weitz & Shannon Holmes 



REASONS TO GATHER INFORMATION 

What was said? - Content important (Drug cases, self-defense, conspiracy, etc..) 

 



REASONS TO GATHER 
INFORMATION 

Who talked to who? - Links 
between witnesses (Bias, timing 
of events, conspiracy) 



REASONS TO GATHER INFORMATION 

Location?  



SOURCES OF INFORMATION 



CELL PHONE 
Information available: 

Call History 

Text Messages 

Photos 

Notes 

E-mails 

Social Messaging Applications 

 



CELL PHONE 
Visual Examination 

Document with photographs 

 

Forensic Analysis 

Does not alter data 

Deleted items can be recovered 

Uses forensic software (Cellebrite, EnCase, etc..) 

Different programs can retrieve different data 



COMPUTER 

Phones often backed up to Computer 

Computer may have information the phone 
does not. 

iTunes for iPhone 

Android files copied to hard drive  



COMPUTER 

Cloud backups 

 

Websites 

Check-ins 

Social Media Posts 

Photos 



CARRIER RECORDS 
Call History 

Number 

Time 

Duration 

Tower Info 

Text Message History 

Numbers 

Time 

Content not available 



CARRIER RECORDS 
 Subscriber Info 

Name  

Billing Address 

 

TracFones 

Point of sale 

 



Finding the Cell Phone Service Provider  
Free websites 

 http://freecarrierlookup.com/ 

 

Subpoena contact info 

 http://www.search.org/resources/isp-list/ 
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CELLULAR TECHNOLOGY 

Limited Number of Frequencies  

Area Split into Cells 







www.antennasearch.com 

   



TOWER TYPES 

  



TOWER ORIENTATION 

 Azimuth 

Degrees from due north 

Beam Width 

Width of sector in degrees 

Usually 120 for 3 sector towers 

Amplitude 

Power or Range of signal 



NORTEL VS. LUCENT 

Nortel 

Sectors (1, 2, 3) 

Lucent 

Sectors (2, 3, 4) 



CONNECTING TO TOWER 

Phone searches for strongest signal 

Not always closest tower 

Tower traffic 

Environmental factors 

Vegetation 

Water 

Buildings 



TRIANGULATION 

MUST BE REAL TIME 

CANNOT BE DONE FROM 
HISTORICAL DATA 



INTERPRETING CALL DETAIL RECORDS 



INSERT RECORDS 



LIMITATIONS 

Actual cell coverage doesn’t 
follow a nice neat model. 

 

Easier to exclude than to 
include 

 



Call Records vs. Messages on Phone 



OTHER CONSIDERATIONS 

Stingrays 

 

GPS Data 

Google location history 

 



OTHER CONSIDERATIONS 

Spoof my phone 

 http://www.spoofmyphone.com 

Textalyzer 

http://www.spoofmyphone.com/


Any Questions? 
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